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1. Obmue nosoxeHus

1.1. JlononuuTensHas npodeccHoHaNbHAs NpOrpaMMma [OBBILICHUs KBaTH(HKALHH
npenHazHavcHa JUs Oﬁ}quHH COTPYAHHKOB oprauuzaum'-‘l MHHCPAIILHO-CBIPLCBOTO CCKTOPA,
JIOJIAKHOCTHBIE 003aHHOCTH KOTOPBIX CBAZaHBI ¢ 00paboTKOH, XpaHEeHHEM H pacnpocTpaHeHHEM
uidopMalki, aBToMaTH3aHel NpoLeccoB H 00BHEKTOB MTPOH3BOICTEA.

1.2. [lporpamma pazpaboTana B COOTBETCTBHH C TPpeDOBAHHAMHU

. Gepepanbhoro 3akona ot 29 gexabpsa 2012 r. Ne273-03 «O06 obpasosanuu B
Poccuiickoii @enepanmm»;
. [Ipukaza MunucrepctBa oOpasopanus W Hayku Poccuiickoi Depepauuu ot

01 mons 2013 roga Ne 499 «O6 yreepkaennu [Nopsaka oprannzanyu U ocyulecTBieHHs obpa-
30BATe/IEHOH JEHATCIIBHOCTH MO JONMOJIHHTCIIBHBIM HpOd}ECCHOH&JIbHHM NporpamMmManm»;

. [Tpukaza MunucTepcTBa TpyAa U counanbHoil 3ammutel Poccuiickoi Menepaiuu
ot 14 centsdpa 2022 Ne 525u «O06 yrBepkaenuu npodeccHonansroro cranjapra Crieruaimct
no 3amuTe HHGOPMALMH B ABTOMATHIHPOBAHHBIX CHCTEMAaX»

. VYerasom YHUBEpCHTETA,

. JlokanbHBIMH HOPMATHBHBIMH JIOKYMEHTAMH Y HUBEPCHTETA.

1.3. Llenpto mporpaMMbl SBJISETCS NMOATOTOBKA BBILEYKA3AHHBIX COTPYHMKOB M (MIH)
NOBBIIEHHE MPO(ECCHOHATEHOTO YPOBHA B paMKax HMeIOIICHcA KBalH(HMKalunH, HalpaBlieH-
HBIE HAa COBEPIUCHCTBOBAHKWE H (HJIM) MOJYYEHHE HMH HOBOH KOMIICTCHIIMH, HeoOxXonuMOH Jis
npodecCHOHANLHON AesTe/ILHOCTH 110 HCIOMHEHHIO TPeOOBaHHI K 3aHUMAEMOH JIOJKHOCTH B
obnacti obecriedyenus 6e30MacHOCTH ABTOMATH3UPOBAHHBIX CHCTEM YIPABICHHS TEXHOIOTHYE-
ckumu npotieccamu (ACY TII):

. B/03.6 Ynpaenenne 3aiutol HHGOpMALMH B aBTOMATH3HPOBAHHBIX CHCTEMAX.

. B/05.6 MOHUTOPHHT 3alIMINEHHOCTH WHAOPMALHK B ABTOMATH3HPOBAHHBIX CH-
cTemax.

. B/10.6 Buejapenne opraHu3aloHHBIX MEp MO 3auinTe HH(QOPMALMKH B aBTOMATH-

3HPOBAHHBIX CHCTEMAX.

1.4. ITporpamma onpeaenseT onTeManbHbil 00beM 3HAHMH, YMEHHH W HABBLIKOB, KOTO-
PBIMH JIOJKEH 00J1alaTh COTPYAHUK, JI0/KHOCTHBIE 00S3aHHOCTH KOTOPOTo CBA3aHbl ¢ 0Opadot-
Koii, XpaHeHHeM M pacrnpocTpaHenneMm uHgopMalnm, aBroMaTH3alHeR NpoueccoB U 00BEKTOR
MpOHU3BOJICTBA.

2. TpebGoBanusa K pe3yibTaTaM 0CBOCHHHA IPOTPaMMBbI
B pesynbrare o0yueHHs 110 NporpamMme, Clyuarein Kypea J0/KHbL

Cdopmuposars 3nanus B obnacrn:

ocHoB ynpasnenus OesonacHoctsio B ACY TII;

METOJIOB 3aINTHI OKOHeuHoro obopyaoBanus U ceted nepenaun nadopmammu ACY TII;

npuHIHNoB ayaura dezonacnoctu 8 ACY TII;

IIPUEMOB M METOIOB MpoBeieHus 00CieI0BaH!A 3aIMTH 00BEKTa aBTOMATH3AIHH;

METO/IOB MIPOrPAMMHPOBAHHS B cHCTEMAax Ha 0ase KOHTPOJLIEPOB;

CTAHJAPTOB U MpaBmWl pa3paboTKN CHCTEM AaBTOMATH3ALMH B YaCTH JHArHOCTHKH COCTOSHHA

H HAJICKHOCTH paboThl CPeICTB 3alHTEl HHpOPMaLIHK;

® TEOPETHYECKHX OCHOB M OOIIMX METOJOB TEOPHH ABTOMATHYECKOIO YIpaBjieHHs, crocobos
nocrpoenus copeMeHHbBIX ACYTII MHOrOCBA3HBIX TEXHOIOIHYECKHX MPOLECCOB H TTPOH3-
BOJICTB € y4eTOM oDecrieueHHs De30MnacHoCTH;

® COBpEMEHHBIX Moax0/0B obecnedenns OesonacHocTn ACYTII npoMbiuuieHHBIX MpeAnpHs-
THiT 1 ciioco6os 3amuTel naGopmauun 8 ACYTIL




IIpuobpecTn ymenun:
B BbISBJICHHH Yrpo3bl OesonacHoctn 8 ACY TII;
B o0ecrieyeHH 3allMThl OKOHEYHBIX yeTpoiicTs 1 ceteit ACY TII;
B poBejicHuM aymTa De3onactoctn ACY TII;
B BLIDOPE CPEJICTB H METOIOB 3alMThI MH(OPMAIIHH IPUMEHHTEILHO K KOHKPETHOH 3a1ave;
B BBIIIOJIHEHHH ANNAPaTHOH M NPOrpaMMHOI KOH(HUIypallHy cHcTeM Ha 6aze KOHTPOIUIEPOR;
BBUIEIATE OCOBEHHOCTH TEXHOIIOTHYECKHX [POIECCOB W 0DOpY/IOBAaHHS KaK 3allHIICHHBIX
00BEKTOB ABTOMATH3AINH,
MPOBOIHTE AHAJIH3 HAJIEHKHOCTH ABTOMATHIUPOBAHHBIX CHCTEM;
(popmysposath TpeOoBaHHA K cHCTeMaM OOECTIEHMEHHsA 3AlIHTBI TEXHOIOTHYECKOI0 KOH-
TPOJIs H YIIPaBJeHHsA TEXHOJIOTHHECKHMHM TIPOLIECCaMM Ha IIPOM3BOACTBEHHBIX 00LEKTAX;
(opmynnpoBath TpeboBanus K obecneveHHI0 Ge30MaCHOCTH POMBIIUIEHHBIX OOBEKTOR.

HOJI!‘IHTB HEHKI'H‘IECKHrI OIBIT:

110 BLIOOPY MEXaHH3MOB H NMpaBHi ynpasieHns Ge30MacHOCTRIO B aBTOMATH3NPOBAHHBIX CH-
cTeMax;

B paboTe ¢ HOPMATHBHO-TEXHHYECKOH CONPOBOAHTEILHON J0KYMeHTalunell B obaactn obec-
neuenns 6ezonacnocty ACYTIT;

HACTPOMKH OCHOBHBIX MEXAHH3MOB 3allMTHl HH(OOPMALHH IPH YIPABICHHH TEXHOJIOrHYE-
CKHMH ITPOLIECCaMH HA Pa3/IMYHbIX POH3BOACTBEHHEIX 00BLEKTAX;

B NIPOrpaMMHON peanu3alMu aIropuTMOB YIIPABICHHS 3allMTON HHPOPMALIMK B ABTOMATH3H-
POBAHHBIX CHCTEMax Ha 0a3e NPOMBIIUIEHHBIX NPOrPaMMHPYEMbIX KOHTPOJLIEPOB;
COCTABJIEHHA CXEM ABTOMATH3ALHH POMBIIUICHHBIX ANNAPaToB ¢ Y4eTOM HHPOPMALHOHHOI
feszonacHoCTH.

3. Obbem nporpaMMel H BHALI y4edHoii paborsi

Bujt yuebnoii pabotsl Beero ak. u.
O61mmi 06beM NporpaMmbl 72
JleknmuoHHbIE 3aHATHS 38
JlaBoparopHbie / MPAKTHYECKHE 3aHATHA 28
Hrorosas arrecrauus 6

4. Vyebubiii nian

B oM uncne
No Beero
HaumenoBanue pasienos
t/n yacos | Jlekuun [TpakThHueckne
3aHATHA
I OBwasn nudopmaims, LeH U cofepikarie yuebHoro 2 ) .
" | Kypea, opraHu3alHOHHbIE BONPOCH
2. | Ynpasnenue GezonacHoctsio B ACY TI1 12 12 -
3. | besonachocts okoneunsix yerpoiicts ACY TI1 16 8 8
i _!;“::re]zonacﬁoc'rb cereit nepenaqn undopmanum 8 ACY 24 1 12
5 | Ayaur 6ezonacioctu B ACY TI1 12 -+ 8
8 | Mrorosas arrecraius 6 - 6




5. Kanenaapusiii yuebustii rpaguk

IJ:;?“ Kanengapubiii yaednsiii rpadux
. |Kanenpapuwie jum | 1 [ 2 | 3 4 5 6 7 8 9 10
2. Buibl 3aHATHI 1 J. | JL JIL. J1. JL. JL J1, JL.
[13] 113 113 113 | 113 | 1I3 | 113 | II3 [[13, HA
JI - nexuuu

13 - nmpakTHYecKHe 3aHATHS

ITA - mpoMexyTOo4Has aTTecTanus

HA - wrorosas arrecraius

dopma uTOroBoii arrectauny no nporpamme —3aver (recr). Iloporossie 3nauenus npu
MOJBC/ACHHH HTODORB!
0-52% npaBuIbHBIX OTBETOB — HE3a4eT
53-100% npaBHJILHBIX OTBETOB — 3a4eT

6. Bua 10KyMEHTOB, 0ATBEP:KAAI0MHX MOBbINIEHHEe KBATHPHKAIHHA CJIyIHATE/IsAMH

(Bua noaTBepKAAIOIIET 0 JOKYMEHTA)
JIMnam, yenemHo OCBOMBIIHM COOTBETCTBYIOMIYIO JIONOJHHTENBLHYIO MpoecCHOHaIb-
HYIO TIpOrpaMMy M NMPOLICALIAM HTOTOBYIO aTTECTAUHIO, BBUIAETCH Y/IOCTOBEPEHHE O MOBLIIIE-
HuH kaaudukauuu no nporpamme «Obdecnevenne 6€30MACHOCTH B aBTOMATH3UPOBAHHBIX CH-
cTeMax YIpapIeHHs TeXHOJIOIHYECKUMH [TPOLECCaMM».

7. OpranusanHoHHO-NEAAT0rHYeCKHE YC/I0BHSH
7.1. Kaaposoe obecrnievenue 0d0pazoBaTe/IbHOrO npomuecca mno nporpamMmme

No Damunus Ums O6paszoBanue (By3, rog okoH- | JIo/KHOCTB, yueHas CTeleHb,
n/n OruecrBo YaHHus, CIIEIHAILHOCTD) 3BaHME,
PyKoBojMTE L IIPOrpaMMBl
| Kpusexunit bamkupckuii rocyiapcteeH- 3aseayrommii kadenpoit Hu-
Bnagumup HBlil yHuBepcuTeT, 1984, cnie- | opMaTHKi M KOMIIBIOTEPHBIX
Hukonaeeu4 LHAIHCT TEXHOJOrHH, J1.¢-M.H., npo-
(peccop
ITpodeccopeko-npenonasarebcKuil cocTan
2 | Hukurun Hukura Canxr-IlerepOyprexuii l'ocy- | Pykosoaurens oriena uudop-
AJnekcaHIpoBHY napersennblii MukenepHo- MalHOHHOH De3onacHoCTH,
DKOHOMHYECKHI Y HUBEPCH- OAO «Texuonorun ODPCyr, K.
Ter, 1997, 07.19.00 Uudpopma- | 2. 1, CISSP-ISSMP
[IHOHHEIE CHCTEMBI B SKOHO-
MHKE H YIIpaBJIeHHH

7.2. MaTepHaIbHO-TEXHHYECKHE YC/I0BHS PeajH3ali NporpaMmsl
Jlna peanusauuu nporpaMmbl GyAyT HCTOJB30BaHB! CHEIHATHIHPOBAHHbBIE AyJIHTOPHH
[lenTpa MONOMHUTENLHOTO TIPO(ECCHOHATBHOTO 00Paz0BAHMS, OCHALIEHHBIE MYJIbTHMEIHITHBIM
obopyaoBanueM, crenuanuzuposanusie nabopatopun kadeapsr Mudopmatuku U KoMIblOTEp-
HBIX TEXHOJIOIHHA.




8. Conepxkanne obyuennsn

Haunmenosauue
pﬂg,llf?ﬂ OB H TeM

Bceero,
YACOR

B Tom uncie

JICKLIHMH

IIPAKTHYCCKHE
3aHATHA

Dopma

KOHTpOIA

Obwman undopmanusn, nean u cogepxa-
HHe yuebnoro Kypea, opranu3anuonubie
BONPOCHI

Ynpasnenne Gezonacuocrsio 8 ACY TII

12

12

Konrp.
BOIIPOCHI

2.1

bazosbie NOHATHA M onpeneiens B obnacTy
obecneuenns De3onacHOCTH,

22

3aKoHOAATENBCTBO, FOCYAPCTBEHHBIE H OT-
paciesble cTanaapTel B o0nactu obecneue-
HUs Gez0macHoCTH.

Honutnka 6ezonactocTy. Metoauka paibo-
pa HHLUMIEHTOB.

BesonacuocTs 0KOHEUHbIX YCTpoiicTs
ACY TII

16

Kounrp.
BOTNPOCHI

3.1

OcHoBHEIE YIpo3bl 6e30MaCHOCTH OKOHEY-
HbIX YCTpoicTB. Bupycsi, 4epBu, TposHbl.
LlInnoxckoe nporpaMMHoe oGecneuenne.
Gakopsl B nporpamMmuom ofecrneyeHn .

32

ATakn Ha OKOHeuHble yeTpoiicTea. [Tepe-
nonuenue dydepa. INosebiuenne npueune-
ruii. [lonGop napons. Orkas s o6caykupa-
HHH.

[ o]

33

Opranuzaumns 3alunThl OKOHEYHBIX
yerpoiiete. Uaentudmkauns w asTopusauus
NoAbL30BaTe/ieH. AHTHBHPYCHOE NPOrpaMm-
Hoe obecnevenne. Ilepconanbhbie MexkceTe-
BbI€ IKPaHbl. 3alHTA YAAIEHHOIO I0CTY A,

J

34

OcobenHocTh 6e30MacHoro HCNoNL30BAHHA
SCADA cuctem 1 nporpammuoro obecne-
yenus PLC.

Besonacuocts cereii nepeaaun undopma-
nuu B ACY TII

12

12

Kounrp.
Bonpocel

4.1

OcHoenbie yrpo3sl 6e30MacHOCTH ceTeli ne-
pesaun Hupopmaunun. XHUIeHHE H HIMEHe-
HHe uHhopmam.

o]

4.2

Buawl ceTeBnix aTak. Uesiosek nocepenute.
[epeaapecaius nopra. Ataku Ha maplupy-
TH3aTOPbl H KOMMYTATOPBI.

4.3

Obecneuenne GezonacHocTH nepumerpa
ceTn. Mexceresbie skpanbl. Cuctemsl 06-
HAPYKCHHUs W NPEI0TBPALLEHNA BTOPKEHHH,

4.4

Obecneuenne HesonacHocTh nepumeTpa
ceTH. MemkceTesbie sxkpanbl, CHeTeMbl 00-
HAPYKEHHA W NPeJOTRPALLIEHHS BTOPIKEHUH.

4.5

Obecneyenne GezonacHOCTH KaHAOB nepe-
nauu aanneix, Lindporanue nanxsix. Mmu-
Toectasky. Lndpossie noanuen. Bupry-
A/1bHbIE YACTHBIE CETH.

4.6

Obecneuenne He30nacHOCTH B cTaHaapTe




OPC.

5. |Ayaur Gezonacwoctu 8 ACY TII 12 4 8 Konp.
BOIPOCHI
Opraunusauus ayaura 6ezonacioctu B ACY
a1 4 4 =
TII.
Aynut 6e30NaCHOCTH OKOHEUYHBIX
3.2 | yerpoiicts, [lporpammuoe obecnieuenue s 4 4 “

MOHCKA YA3BHMOCTEIA.

Aynut Ge30nacHOCTH CeTeil nepeiayum JaH-

6.1 | ubix. MeTosbl 0BHapysKkeHHs yA3IBHMOCTE B 4 4 =
ceTsx.
Bceero: 66
Hrorossiii KoHTpOIL 3HAHMIT 6 6 Tecr
Hroro:
72 38 34

9. [IpumepHbIe TECTOBBIE BONPOCH] K 3a49€Ty

1. KakoBa JuiMHHa Xel-3Ha4ueHns MoIy4aeMoro B pesyibtare paGoTs Secure Hash

2, Jisi Kakux npuiokenuit Hauiydmum ofpasoM MOAXOAUT PeKUM MH(GPOBAHMs
Electronic Code BooK (ECB)?

3. Kax naspiaercs nayka o B3ziome mudpos

4, Crnyuaiinas senuunna npubasiisieMas K HCXOAHOMY COOOIICHHIO 110 cpencTsam
XOR, nepes muppoBaHueM-1T0:

5. Kakas xapakrepuctika He obs3atensna 11 obecneueHus HaleKHOCTH O/IHOpa-
30BbIX tdpo-6iokHOTOR?

6. Kaxora sdexrusnas kpunrocrolikas amuna wiova B anroputme Triple DES
(3DES)

7. Kakoit THn pesepBHOro KONHPOBAHWS APXHBHPYET TOJNBLKO Te (hailibl KOTOpbIE
ObUIM H3MEHEHBI CO BPEMEHH TOCIE/AHEr0 PE3ePBHOTO KONHPOBAHUS.

8. Kakoit u3 waros fomken OBITE clienaH IEPBBIM MEPE/l BHEJPEHNEM KOMILIEKCHBIX
mep dusuueckoit GezonacHocTH?

9. «Mapusi» 10/DKHA MOCYMTATh KAKOE KOJIMYECTBO K/IIOYEH JOJIKHO ObITh CreHepH-

poBaHo st 260 COTPYAHHKOB MCHONB3YIONIMX B KOMIAHHH aCCHMETPHYHBIE JITOPUTMEI IITH -
posanus. Kakoe komuyectso kinoueii norpebyerca?

10.  lludposanue MOMNKET OCYIIECTBIATHCS HA PAa3HBIX YPOBHSX BHYTPH ONEpaItHoH-
HOHM CHCTEMbl HIIM HA Pa3sHBIX YPOBHSAX B CTeKe CeTeBBIX Nportokonos. I'ne maxoaurcs PPTP
mudpopanue?

I1.  Yro spnstercs nanGosee BakHBIM [eiiCTBHEM, KOTOpPOE HEOOXOIMMO BBITOIHHTE
[IPH YBOJILHEHHH COTPYIHUKA?

12. Kakoii u3 HMKenepeuuc/ieHHbIX MPOLUECCOB SBJSETCH NEPBBIM IIATOM B
paspaborke BCP u DRP nuanoe B komnauun?

13.  OcHoBHas NpHYHHA HCIIOJIL30BAHUS YICKTPOHHOMN NOANMKHCH 7

14. Opraumsauus niaHupyer pacmoiokeHHe HOBOro oduca, Kakod M3 HUKe nepe-

yucnennslxX (pakropoB HAUMEHEE Baxen juisa BeiGopa mectornonoxkerus?

15. Advanced Encryption Standard (AES) 510 anroput™ KOTOpBIi HMCHONB3yETCS
nns.?

16.  «Ammca» xoueT oObEIHHHTL BCE KOMIBIOTEPHI MPOEKTA M3 Pa3HLIX OTACIOB JUTS
TOro 4o Obl YIpPOCTHTE 00MeH HHpOPMALHK O 1poekTe 1o ceTH. Kakas TeXHOIOorus Mo3BOIHT
el pelmuTh ITY 3aj1auy?

17. Hazosure nocrouncrsa VolP

18. C kakoil ue/Bbio KOMIAHUIM CTONT OTIIPABIATE COTPY/IHHKOB B 00A3aTC/ILHLIC OT-
mycka (Mandatory vacation):

19. O3naxkomienue o npasuiax OezomacHocTy (Security awareness) 51o?




20.  Hro Oyner nepsMYHBIM IIATOM NPH OLEHKE PHCKOB, MCIONIL3YS KA4eCTBEHHbBIE
(qualitative) MmeTofni?

21 Uro sBIIsAeTCA MEPBBIM IArOM [IPH YCTAHOBJICHHH 3AlLHILCHHOTO COCHMHCHHE B
rHOpUAHBIX cHeTemax Takux kak SSL unm IPSEC

22, Yro sBISETCS HAWIYYLIMM METOJOM NPOBEPKH JOCTOBEPHOCTH Uu(pOBOi moj-
MHCH:

23, Kax HaibiBaeTcs HayKa O CKpBITOH nepegade HHPOPMALMK NYTEM COXpaHEHHs B

Taiine camoro (haxra nepeaaun ?

24.  Korpna opranusanus He yBepeHHA B OKOHYATENBHBIX CBOMCTBax pa3zpabaTbiBaeMo-
ro NpojyKTa, Kakas MO/elb pa3paboTKH 11010H/eT HAWITYYIIUM 00pa3zoMm.

25.  Cneumanuer no 6e30macHOCTH NMBITAETCH NMPEAOTBPATHTL B KOMIIAHMH CHTYAIHH
KOT/1a MOJNB30BATENH MOAyYalOT H3JHIIHAE IPHBHIIEIHH, KaKOH M3 METOJ0B MOAOHAET Jyulle
Beero?

26.  «Bacunmii» oOHapykHJ YTO «Acsi» MOMYYHIa HEABTOPH3OBAHHBIH JIOCTYII K €ro
KOMIIBIOTEPY, OAHAKO «Acsi» He 0bianaeT oueHb DONBIIMM ONBITOM paboThl ¢ KOMITBIOTEPAMH.
Kakyio TexuHuky nepexsara naposisi BEpOsSITHEE BCEIO HCHONL30BaAIa «Aci»?

75 Yro Takoe nyOanunbiii Kinou?

28.  Hro sBnsieTcs aTakoil Ha pe3yIbTHPYIOMIYIO HH(POBYIO M0CIECI0BATEILHOCTE XEll
hyukuun?

29.  HasoBuTe cTpaTerny HCIOIBL30BAHHS TPOrPAMMHOIO 00eCreYeH s I KOMMa-

HHUH,

30.  Kaxue tpeboBanus BBIIBHIAIOTCH K 3aLIHTE PEICPBHBIX KOMHIH?

31.  Illpumepom Kakoro THHma KOHTPOIS AOCTYNa SBISETCH JETEKTOPHI JBHKEHUS M
Kamepsl Habmoaenus?

32.  Kakoii u3 THIIOB ayTEHTH(HKAINKY OTHOCHTCH K CTATHYECKOMY OHOMETPHYECKOMY
meroay?

33.  HazoBuTe npaBHibHYIO IIOC/IEI0BATENLHOCTD MIATOB JUIA OLEHKH PHCKOB,

34,  Kakoit w3 criocoGoB sBseTcs HaWIYylIUM JUIS XPaHEHHs [apolieil BHYTPH CH-
CTeMbI?

10. Undopmannonnoe obecneyenne nporpaMmmsot
ITepeuens pekomenayeMbIX y4ueOHbIX u3nauuii, MUnTepHeT-pecypcoB, A0NOIHUTEILHO
JIATEPATYPhl
OcuHoBnas Jmrepatypa

. Hanmonansuwiii cranpapt Poccuiickoii ®enepannn «Metossl u cpeiacTa obecreyeHus
6esonacioct. MeHe/ukMenT prcka HHbopMaunoHHOM ©OezonacHoctH» ['OCT P
HMCO/MDK 27005-2010

2. Common Vulnerabilities and Exposures [DnekTponHbIH pecypc]
https://nvd.nist.gov/vuln/

3. Exploit Database [Dnexrponnsiii pecype] https://www.exploit-db.com .

4. bank pannpX yrpos GesomacHoctd uH(opmaumu - Yrpossl [Dnexrponusiii pecype] a:
http://bdu.fstec.ru/threat/.

5. bank pannpIx yrpos GezonacHocTn HH(popMalun - Ya3zBuMocTH [ DnekTpoHHbIH pecypc]
http://bdu.fstec.ru/vul/.

6. H3bauxoe, 10.C. Uudopmanmonneie cucremsl / 10.C. M3sbaukos, B.H. Ilerpos, A.A.
Bacumbes, M.C. Tenuna: Yuebnux s By3sos. 3-e uzn. — CI16.: [Tutep, 2011. — 544 ¢

7. bapanosa, E.K. MeToaukn ananm3a M OLCHKH PHCKOB WH(pOpMAIMOHHOW OezonacHocTH /
E.K. Bapanosa // ObpasoBarenbhbie pecypesi v Texnonoruu. —2015. — No 1(9). — C. 73-79.

8. bapanopa, E.K. [lpoueaypa npumenenns metomonoruu anammsza puckos OCTAVE B
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Canicr TTerepBypr: Cankr-TlerepOyprexuii rocyIapcTBEHHBIN YHHBEPCHTET
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. Jomyxoscknii, H. Bsaumocesze ¢ ACY TII ¢ UT u ocHoBHBIE OTIMYHA MOAXOAOB K

obecneyennio Gesonacnoctu / H. Jlomyxosckuit [Dnexrponnsii pecype]. — Pesum noctyna:
https://www.ussc.ru/events/zapisi-vebinarov/seriya  vebinarov-ib-asu-tp-non-stop/seriya-2-
vzaimosvyaz-s-asu-tp-s-it-i-osnovnye  otlichiya-podkhodov-k-obespecheniyu-bezopasnosti/
(nara obpaiuenns 27.09.2021).179

I'pojzenckuii, C. IlpuHuMNEl NOCTPOEHHS ABTOMATH3MPOBAHHBIX CHCTEM YIIpaBjieHHs Ha
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SCADA cucremax / A.I'. ®unorees, U.C. Hedenosa, E.A. ®unorees, B.T. Kyanr, I1.B.
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TepUasa, B 3ICKTPOHHOM (hopmare;

- Pa3s/IaTOuHbIA MATEpPHAll, HCIONB3YEMBIH B NpolEcce IPOBEACHAS JeKIMi, 1aGopaTopHbIX |

npakTHyeckux pabor, B aekTponHoM (popmare;

- NepetcHb NMPUMEPHBIX TEMAaTHK aTTeCTAllMOHHBIX paboT 1O nporpaMme, B 21eKTPoHHOM (hop-

Mare;

- METOAHYCCKUE PEKOMEHAINY JUls Cayaresiel no BeINOJHEHHIO J1abopaTOpHbIX M paKTHYe-

CKHX paboT,



